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ABSTRACT

Industrial Cyber-Physical Systems (ICPS) make significant use of
Supervisory Control and Data Acquisition (SCADA) for control.
Such SCADA systems are known to utilise insecure communica-
tion protocols such as Modbus, DNP3 and OPC DA. This leads to
increased cyber risks faced in critical infrastructures, as these pro-
tocols allow threat actors to mount attacks like Denial of Service
(DoS). We present a novel field flooding attack, compromising the
structure of the ModbusTCP packet and disrupting a controller’s
interpretation of the commands sent to it. This can disrupt the
ability of an operator to control hazardous operations leading to
potentially unsafe scenarios.
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1 INTRODUCTION

The Modbus protocol and its variants are widely used communi-
cations protocols for Supervisory Control and Data Acquisition
(SCADA) in the oil and gas industry, especially for pipeline and
monitoring remote offshore operations [1]. The ModbusTCP vari-
ant is commonly used in Industrial Cyber-Physical systems (ICPS)
communications utilised in controlling hazardous operations. This
has introduced cybersecurity risks in critical infrastructure com-
munications mainly due insecurities of the Modbus protocol [4].
We focus on the ModbusTCP protocol and its vulnerabilities,
which have the potential to cross over from a cyber attack incident
to real life-threatening physical impact. ModbusTCP does not utilise
any authentication or access control mechanisms, which allows
attackers to perform various attacks such as Denial of Service (DoS),
Man-in-the-Middle (MitM) and unauthorised access [4].
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Numerous studies on ModbusTCP security vulnerabilities have
been carried out, because of its widespread adoption in SCADA
communications. Parian et al. [3] exploited the ModbusTCP pro-
tocol using a MitM attack in a virtualised experimental setup. In
particular, they demonstrated how a legitimate Modbus request
could be manipulated using the Modbus server simulation tool
ModbusPal. Similarly, Satyanarayana et al.[5] examined the vul-
nerability of ModbusTCP to false command injection, false access
injection and replay attacks. Their proposed detection technique in-
volved incorporating time stamps and sequence numbers in Modbus
communication. The attack described in this paper demonstrates
the ability to bypass these detection techniques. Morris et al. [2]
describe rules that could be combined with popular signature-based
Intrusion Detection Systems (IDS) (e.g. Snort) to prevent exploita-
tion of the Modbus protocol.

Contributions: We introduce a novel attack on the ModbusTCP
protocol, taking advantage of its packet memory structure to per-
form a field flooding attack capable of overflowing the memory
bank allocated in the Programmable Logic Controller (PLC) for Mod-
bus operations. We also demonstrate the results of this attack on a
real industrial testbed mapping the impact on the Mitre ATT&CK
framework.

2 ATTACKING THE MODBUSTCP PROTOCOL

This section presents the basic structure of a ModbusTCP packet,
experimental setup and tools used in the attack development pro-
cess. We also describe attacks carried out on the testbed to disrupt
the communication between the Human Machine Interface (HMI)
and the PLC.

The ModbusTCP protocol operates in a client-server model [3],
with requests made using Function Codes (FC). Figure 1 shows
the basic structure and size allocated to each header. The Modbus
Application Data Unit (ADU) has a total size of 260bytes. This is
shared by the Modbus Application (MBAP) header and the Protocol
Data Unit (PDU) in the order of 7bytes and 253bytes respectively.

Maximum 260 byt

Ethernet Frame IP header

TCP header ‘ Modbus ADU (Application Data Unit)

MBAP header (7 bytes) PDU (253 bytes)

Transaction ID | Protocol ID Length Unit ID Function Code Data
(2 bytes) (2 bytes) (2 bytes) (1 byte) (1 byte) (252 bytes)

Figure 1: ModbusTCP packet structure
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2.1 Experimental Setup and Tools Used

The experiment testbed comprised a Siemens Logo PLC, tempera-
ture and humidity sensors. The temperature and humidity values
are constantly read and displayed in real-time on the HMI. The
sensors are both hard wired to the Siemens Logo PLC, while the
PLC communicates the values in real time to the HMI using Mod-
busTCP. The temperature value is stored in a holding register while
the humidity value is stored in an input register. The HMI periodi-
cally polls the Siemens Logo PLC for the temperature and humidity
values using the Modbus function code 0x03 (read holding registers)
and 0x04 (read input registers) respectively. The tools used in these
attacks were scapy and wireshark.

2.2 Description of Attacks

We used scapy to sniff network traffic between the HMI and PLC
that was analysed with wireshark. ModbusTCP communication
between HMI and PLC is usually in a continuous loop. In our case,
this was a loop comprising of two queries (HMI polling PLC for
data/status) and two responses (PLC sending requested data/ status
to HMI). Each query (from HMI) is followed by a corresponding
response (from PLC) and an acknowledgement of receipt of data by
the PLC. The key metric is the communication time, approximately
7ms between a query-response-ack loop and 100ms between loops
— 100ms is the time period utilised to craft and inject our malicious
packets into the network. To craft a packet that will be accepted by
the PLC, it needs to:

e conform with the ModbusTCP standard format (contain
function code, transaction and protocol identifiers, unit ID,
length and register starting address); and

o utilise sequence (SEQ) and acknowledgement (ACK) num-
bers in previous packet to use as its own SEQ and ACK
numbers.

We also altered the number of fields in the PDU header to craft
malicious packets. Recall that the maximum memory allocated for
ModbusTCP ADU header is 260bytes. By altering the length field
in the MBAP header and increasing the number fields in the PDU
layer, this limit is exceeded which can potentially disrupt the com-
munication between the HMI and PLC. The following experiments
were carried out with varying parameters:

e Modify ModbusTCP write packet (FC 06/16) with increased
length field in MBAP header and inject;

e modify ModbusTCP write packet (FC 06/16) with 2 addi-
tional fields (4 bytes) in PDU layer and inject.

3 RESULTS

Four malicious packets were successfully injected with each having
two additional fields “Word Count" and “Register Value", within the
PDU. This corrupted the TCP session, with the PLC responding to
Modbus queries from HMI with RST ACK packets in an attempt to
reset the TCP session. The field flooding attack effectively forced
the PLC into listen-only mode for approximately 7minutes, cul-
minating in a DoS scenario as shown in Figure 2. In oil and gas
production platforms, where SCADA is used to control heating and
separation of volatile hydrocarbons, operators monitor and ensure
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safe operations via HMI equipped with override functions for emer-
gency shutdowns. This attack has the potential to impair process
control leading to pipeline explosions, loss of lives and damage to
the environment.

ModbusTCP Communication Packets

Normal
Normal Modbus Cs No response from Modbus server

10
4 /Am packet injected

Packets/1 sec

1st packet injected \l

Time (s)

—modbus packets ——tcp errors tep rst flag

Figure 2: Disruption of Communication loop as result of
Modbus field flooding attack - a DoS scenario

Mapping the field flooding attack on the Mitre ATT&CK for ICS
framework, the following tactics, techniques and impact were identi-
fied: ATT&CK Tactics/Techniques (Code): 1. Execution/Command-
Line Interface (T0807), Scripting (T0853); 2. Discovery/Network
Sniffing (T0842); 3. Inhibit Response Function/Block Reporting
Message (T0804), Denial of Service (T0814); 4. Impair Process Con-
trol/Modify Parameter (T0836), Unauthorized Command Message
(T0855); 5. Impact/Denial of View (T0815).

4 CONCLUSION

Previous work has focused on protecting the ModbusTCP message
by ensuring the size allocated to a particular field in the MBAP and
PDU headers are within set limits. In this study, we were able to
demonstrate a novel field flooding attack where the consideration
was keeping the fields within their bytes limit, but increasing the
number fields by 2, resulting in an additional 4 bytes of fields to
the PDU header. This caused a DoS for a significant period that has
the potential, in oil and gas operations, to lead to unsafe conditions
like pipeline explosions and damage to the environment due to the
hazardous nature of hydrocarbons. In future work, we will carry
out sensitivity analysis on variants of this attack to gain better
insight on the PDU field flooding memory violation, then design
an Intrusion Prevention System (IPS) to better protect the protocol
from cyberattacks.
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